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ABSTRACT 

 
ARTICLE INFO 

The use of internet has increased enormously in last decade, due to the introduction of 

handheld devices like, mobiles and tablets. As a result of this, the internet services and 

applications have increased as well. These applications includes, accessing the personal 

information from anywhere. But, by providing such access, internet service providers 

invited large number of attacks and frauds. Thus, a multi-tier technique for internet 

services was introduced. In this, the webservers were used to handle the front end of the 

applications, while, the file servers or databases handled the data for users. But these 

multi-tier services were soon tackled by different attacks, as the attacked end changed 

from front to the back end. The Intrusion Detection Systems, also known as ‘IDSs’, 

examines the network packets at both ends, i.e. Webserver and database systems, 

individually. But still, the security in multi-tiered Anomaly Detection (AD) systems has a 

great possibility of studies. To overcome these situations and make internet services 

more secured, a new IDS system is proposed, called as ‘Double Guard’. Here, the user 

sessions at both, front-end and back-end sessions are secured. The current IDSs do not 

able to identify the attacks on multitier systems, unlike the Double Guard, which 

monitors both, front-end and the back-end. We are using the signature identification for 

detecting intrusion at the places where an attack can be performed. This technique is 

helpful to identify the intrusions and defend the multitier network architecture. 

Keywords: Intrusion Detection Systems (IDSs), web services, multitier architecture, 

security.  
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I.  INTRODUCTION 

Web services and multitier architecture 

In a network, a web service is a technique for 

electronic devices to communicate with each other. The W3C 

defines the web services as, „a software system, which is 

developed to support the electronic devices to interact in 

interoperable environment over a network‟ [1]. Nowadays, 

different software‟s are used by organizations for management. 

The data is often needed to be exchanged between the 

software systems. The web service is the technique, needed 

for this data exchange over the network. The web service 

never provides the GUI to the user, unlike the traditional 

systems, like, web server/web page system. Instead, they share 

the business logic, data and/or processes across a network. But, 

a web service can be added to a GUI. 

 In multitier architecture, the presentation, business 

logic and data storage are physically separated. Thus, it also 

called as, client-server architecture. The three-tier architecture 

[2] is the very popular and widely used multitier architecture. 

The multitier architecture allows the developer to develop a 

reusable application. When the application is divided into the 

tiers, it can be modified separately, rather than to modify all 

the application. 

a. Security in multitier architecture 

Nowadays, variety of platforms supports the millions of 

software applications to be built and run. These applications 

can be accessed by all users, like, developers, employees, end 

users or professional hackers etc. due to this uncontrolled 

access, the internet applications are more prone to the 

unauthorized usage and attackers. The threat may include, 
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stealing confidential and private data, applying the heavy 

traffic on services, creating false data, corrupting the system, 

modifying the application usage etc. These threats may 

compromise the security on multiple access points, like from 

own user to the user interaction. The own user may also be a 

threat to the applications. The security compromise may also 

target various computing resources, i.e. hardware and software 

components. Multitier architecture can face the security 

breach at each and every tier. Presentation tier and data server 

tier, i.e. front end and the back end, are widely exposed tiers. 

 Most of the current systems takes of the security in 

multitier architectures by monitoring teach tier individually. 

Thus, they are not much of the security for the multitier 

architectures. Hence, we are providing a system which will 

take care of the security in the multitier architectures. 

The remaining paper can be sorted out as: Section II gives 

the quick survey of the current systems in the field of multitier 

security, with their drawbacks. In section III, contains the 

system, that is been proposed in this paper. Finally, the section 

IV contains briefly reviewed conclusion of the paper 

II. LITERATURE SURVEY 

The IDS in a network is classified into two broad 

categories; they are, first, the Anomaly Detection and second, 

the Misuse Detection. The correct and acceptable static form 

and dynamic behavior definition and characterization are the 

prime requirement of the anomaly detection. This stored 

definition is then used to detect the abnormal behavior in the 

network [3]. The difference between the correct and 

anomalous forms of data and code is needed to be accurately 

defined for better performance. The behavioural models can 

be built in two different ways. First is by using historical data 

to perform statistical analysis [4]. Second is, by specifying the 

behavioural patterns using the rule-based approach [5]. The 

Temporal information is used by IDS, as in [6] for intrusion 

detection. This technique correlates the events on the basis of 

time. This makes the system inefficient, as the independent 

and concurrent events might be considered as correlated 

events mistakenly.  

 The intrusions and vulnerabilities were detected by 

some previous approaches, using statistical analysis of source 

code or executable [7]. Some techniques, like in [8] rather 

tried to dynamically track the flow of information to find the 

intrusions. Another approach to handle the SQL injection or 

Cross Site Scripting injection (XSS) attacks is to validate the 

input [9]. 

 For isolating the objects and enhancing the security 

performance of the system, virtualization is used in many 

approaches. The techniques like, Parallels Virtuozzo [10], 

OpenVZ [11], and LinuxVServer [12], all used the lightweight 

virtualization. All these techniques are somehow based on the 

concept similar to the containers. By using the containers, a 

group of processes can still look as if, they have their own 

dedicated system, but somehow they are sunning in the 

separate environment. But, the lightweight container provides 

with added performance advantages over the virtualization 

and para-virtualization. A single physical host is capable of 

running the thousands of containers. The system in [13] 

provides isolates the different instances of applications by 

using the lightweight virtualization. For segregation and 

inhibition of adversaries, such virtualization techniques are 

widely used. In our system, we have only used the IDs of 

containers for separating the session traffic. They are helpful 

for extraction and identification of relationships between 

database query events and the web server requests. 

 Another widely acknowledged technique is CLAMP 

[14]. It is an architecture which prevents the network from 

leaking the information, even though the attacks are present. It 

guarantees that the code running behalf of the user is the only 

part in the system which accesses the sensitive data of user. 

For this purpose, CLAMP separates the code at web server 

tier and data at the database tier. 

 

 

 

 

 

 

Figure 1 – 3-tier architecture 
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III.  PROPOSED METHODOLOGY 

 In this paper, we are proposing a new technique to detect 

the attacks in multitier web services, called as „Dual Guard‟. 

The proposed technique is based on [15]. We are developing a 

method which is able to generate normality models of each 

user sessions. These sessions not only includes the web front 

end, i.e. HTTP, but also includes the back end consist of either 

files or SQL, of transactions in the network. In dual-guard, to 

achieve above mentioned security, we have used the light-

weight virtualization technique. This technique provides 

separate virtual computing environment, called as „containers‟ 

to each user‟s web session. In our technique, we are intended 

to generate new containers dynamically; we also intend to 

recycle the used containers. 

Now, the web requests are needed to be accurately 

associated to the subsequent database queries. For this 

purpose, we have used the container IDs. This creates an 

instrumental mapping profile, which serves both web server 

and database traffic. For the basic operations provided by web 

service, first we will create a separate training model while 

developing the mapping model, in case of dynamic web pages. 

We are using the signature identification techniques to detect 

the intrusions in the network. Correct signature patterns will 

be stored in the system, while the current packets in the 

network will be checked against these signature patterns. If 

the patterns are different then the intrusion is detected. Figure 

2 shows the proposed system architecture. 

 

IV. CONCLUSION 

Nowadays, the use of internet has increased enormously, 

and so does the use of diverse web services over the internet. 

As the use of web services increased, the attacks on them have 

also increased. The attacks may include the user information  

theft, SQL injection etc. Thus, a system is needed to secure 

the web services for users and for the service providers. Hence, 

a technique called „Dual Guard‟ is proposed in this paper. It 

not only secures the front end (web pages) from attackers, but 

also secures the back end (database or files). It uses the 

signature identification technique to find the intrusions in the 

network. It protects the system from SQL injection attacks as 

well. 

 Though, we don‟t assume that we have provided a 

complete solution for the web services‟ security; so, further 

study is required in this field due to diverse types of attacks 

are made almost every day. So, more security is required 
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